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Runs in your tenant

A SharePoint Framework (SPFx)
web part. It works only with the
SharePoint lists of the site it is

No extra permissions

No Microsoft Graph or Entra ID
(Azure AD) API permissions. Every
request runs as the signed-in user.

No vendor data access

No PPM Compass server, database
or API receives your data. No
telemetry or analytics in the app.

installed on.

1. ARCHITECTURE AND DATA FLOW

User's browser
Signed in to Microsoft 365. Opens a
SharePoint page with the web part.

Your SharePoint site
Reads and writes the PPM lists over
HTTPS with the user's own session.

PPM Compass (vendor)
X No connection. Nothing is sent to
us or to any third party.

e The app code is packaged in the . sppkg file and served from your own App Catalog. SharePoint itself loads

Microsoft's standard page assets.

e No back end, external database, relay or proxy. Hosts: SharePoint pages and full-page apps. Custom script on the

site is not required.

2. PERMISSIONS

Task Who
Upload the package IT

First setup and setup after  Site Owner
updates

Apply list security Site Owner
(optional)

Create and edit project Site

data Members
View Site Visitors

Permission needed Purpose

SharePoint Administrator (or App
Catalog owner)

Standard for any SPFx solution

Full Control on the PPM site Creates and updates the PPM lists,

columns and views

Full Control on the PPM site Members edit without delete; Visitors

read
Contribute Without Delete on PPM Daily work
lists
Read Reporting; financial figures can be

hidden from Visitors

The app can never do more than the signed-in user can already do in SharePoint. Roles inside the app (for example
Project Leader) never change SharePoint permissions.

3. NETWORK AND DATA
Question
Outbound calls by the app
Customer data leaving the tenant
Analytics, telemetry, tracking, cookies
Al / LLM services
External CDNs at runtime

Exports

Answer

Only to the SharePoint site where it is installed.

None is sent to PPM Compass or any third party.

None in the app. The app sets no cookies.

None called by the app.

None used by the app. All libraries are bundled in the package.

Excel, PowerPoint and PDF files are created in the browser and saved to the
user's device, under your own policies.
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4. AUTHENTICATION AND AUTHORIZATION

e No separate login. Users are authenticated by
Microsoft 365; the app uses the existing SharePoint
session.

e The app never handles passwords, tokens or other
credentials.

¢ Authorization is enforced by SharePoint permissions on
the site and lists (Owners, Members, Visitors).

e Screens that hide or disable actions for certain roles
are a convenience; SharePoint permissions are the
security boundary.

e Links typed by users are checked before they are
shown (for example javascript: links are blocked).

5. DATA STORAGE AND LIFECYCLE

¢ Where: SharePoint lists on your PPM site, with list
version history. Retention, backup, eDiscovery and
data location follow your Microsoft 365 settings.

¢ Inthe browser: Ul preferences only (language,
selected portfolios, saved filters, column widths,
zoom), on that device.

e Updates: new package versions are uploaded the
same way. A Site Owner then runs Setup once; existing
data is carried forward.

¢ Removing the app: lists and data stay on the site until
you delete them.

¢ Trial or license end: the app becomes read-only. No
data is removed.

6. LICENSE CHECK

e A digitally signed license key, pasted into the app by a
Site Owner.

¢ Checked in the browser. The app never contacts a
license server.

e Tied to your SharePoint site ID or tenant ID; that ID is
the only tenant information we need to issue a key.

7. THIRD-PARTY COMPONENTS

Bundled in the package, none downloaded at runtime:

¢ Microsoft SharePoint Framework 1.23.2

¢ React 17 and Fluent Ul 8 (user interface)

e PnPjs 4 (SharePoint REST client)

e SheetdS (Excel export), PptxGendS (PowerPoint
export), jsPDF (PDF export)

Dependencies are monitored with automated vulnerability
alerts. A full component list is available on request.

8. DEPLOYMENT

e Standard SPFx package (.sppkg) uploaded to your
tenant or site-collection App Catalog.

e Direct App Catalog deployment is the supported route
today. PPM Compass 360 is not currently listed in
Microsoft Marketplace. Using SPFx does not imply
Microsoft endorsement.

9. PRIVACY FACTS

e Project and personal data stays in your SharePoint
Online tenant, in your tenant's Microsoft 365 data
location (for example Canada).

e PPM Compass does not receive, store or process the
data held in your lists and uses no subprocessors for it.

¢ We hold only business contact details you send us
(name, email, organization) and the site or tenant ID
used for your license key.

e Your organization remains responsible for its own
privacy obligations (for example PIPEDA, Québec Law
25 or GDPR).

10. CONTACT

Security questions, questionnaires and vulnerability
reports: support@ppmcompass.com (subject
"Security"). More detail: ppmcompass.com/security

Technical information for PPM Compass 360 version 1.4.1, October 2026. It describes the product, not your Microsoft 365 configuration,
and is not legal advice. Details may change with new versions; see ppmcompass.com/release-notes. © MonVogo Ventures Inc.
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